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CANBERRA, Australia—A cyber attacker nicknamed “Alf’ gained access to an Australian defense contractor’s computers
and began a four-month raid that snared data on sophisticated U.S. weapons systems.

Using the simple combinations of login names and passwords “admin; admin” and “guest; guest” and exploiting a
vulnerability in the company’s help-desk portal, the attacker roved the firm’s network for four months. The Australian
military referred to the breach as “Alf’'s Mystery Happy Fun Time,” referring to a character from the soap opera “Home
and Away.”

The incident, detailed by a senior Australian intelligence official in a speech on Wednesday, was the third major breach of
sensitive U.S. military and intelligence data to come to light in the past week.

On Tuesday, a South Korean lawmaker said North Korean hackers had accessed a military database and stolen top-
secret files, including a plan for a decapitation strike against top leaders in Pyongyang. That followed reports that hackers
working for the Russian government stole details of how the U.S. penetrates foreign computer networks and defends its
own. ...more

from The Wall Street Journal Oct. 12,2017
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Cybersecurity Maturity Model Certification

The theft of intellectual property and sensitive information undermines our
nation's defense posture and economy. Global costs last year are estimated at
$600 billion, with an average cost per American of $4,000.

It is time for action.
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